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[bookmark: _Toc459200267]Disaster Recovery Plan
This document serves as an overview for failover of IdentityIQ in a disaster situation where the main data center instance is unresponsive or unavailable.
It is not meant to be an exhaustive list, but rather is a general guide for forming a more cohesive plan that is environment-specific, and in conjunction with the Change Management and IT Operations groups. Use these steps and suggestions to build a comprehensive Disaster Recovery (DR) Plan in accordance with your existing policies and procedures.
[bookmark: _Toc458610422][bookmark: _Toc459200268]Assumptions
In the failover scenarios covered, these assumptions are in scope:
· A supported architecture is in place per the Compass guide for recommended architecture: https://community.sailpoint.com/docs/DOC-3887 
· Advice from the performance management guide has been followed: https://community.sailpoint.com/docs/DOC-4561 
· The above imply that a DR environment and Production (PROD) environment are not configured in an active/active mode but in an overall active (PROD)/passive (DR) mode
· Each PROD and DR environment has a database server that is located as close as possible to their matching web application servers
· The database replication solution supporting PROD and DR provides near-real-time data replication (lag time < 15 minutes) and that the backup database is ready for failover activation
· Database replication is always one way – from PROD to DR
· There is a load-balancing appliance for DR to match what PROD has available
· The DR environment for IdentityIQ matches PROD configuration, where appropriate, including the exact version of IdentityIQ used in Production is mirrored on the DR application server(s) and the keystore files, if used
· Failover coverage of other systems that rely on IdentityIQ are beyond the scope of this document
· E.g., if there is a dashboard tool that uses the REST API of IdentityIQ, that may require failover accounting
· Advice about tokens and environmental settings assume the use of the Services Standard Build (SSB)

[bookmark: _Toc458610423][bookmark: _Toc459200269]Cautions
· When not active, the DR environment web application servers should be stopped
· If they are running (and, in turn, scheduling is running) the DR servers may be aggregating and provisioning in an unexpected manner
· “stopped” means either:
· Stop the web app server (e.g., Tomcat) altogether
· Stop the scheduling services on each server
· More information on the task scheduler & request scheduler services are found here: https://community.sailpoint.com/docs/DOC-4578 
· In general, stopping the application server is easiest and the most secure way to ensure no one is using DR until it is required
· Any data not replicated before the PROD environment goes down is generally lost
· This means any approvals, workflow cases, etc. are essentially lost if they are not replicated
· Any currently-running processes are lost when an IdentityIQ environment goes down
· Aggregations, provisioning, etc. will be halted and may not be restarted automatically during a failover
· Scheduled events will resume at their next scheduled interval by being picked up for execution by any task-capable IdentityIQ host
· Just because IdentityIQ is running in the DR environment, this does not mean other systems IdentityIQ depends on have been failed over
· This could result in provisioning across the WAN or to systems that are still down, causing other failures to surface in IdentityIQ tasks
· This could result in the same for aggregations
· Other systems that have been failed over may have incomplete or outdated information
· The DR environment will have its own dr.target.properties and dr.iiq.properties files in the Services Standard Build’s XML project to facilitate having different systems connected for DR purposes
· This is particularly true for pass-through authentication – if that app is down, your only fallback may be to use the administrator login (spadmin) to log into the DR IdentityIQ initially
· Remember that any PROD changes for infrastructure or web content may result in a change to DR – DR is in most respects a copy of production
· One main concern here is the site-specific encryption keys – these should be created for PROD and shared over to DR so that during failover, PROD data secrets can be decrypted by DR web application servers
· Web content is not replicated and must be maintained manually
· Rules, workflows and other artifact changes that are persisted in the data store are replicated
· Provisioning is challenging for failover – i.e. a re-started provisioning plan for a joiner may fail due to accounts already existing
· This is not a trivial matter to solve or predict and will likely need to be dealt with on a case-by-case basis during a failover event
[bookmark: _Toc458610424][bookmark: _Toc459200270]Failing to DR Environment
During a disaster where the PROD environment becomes unavailable, here are a list of steps to follow to restore service by enabling the DR environment:
1. Confirm that the PROD web application server nodes are indeed offline and will continue to be long enough to warrant a DR failover event
a. This is perhaps obvious now, but may be easy to forget in a true outage
2. Ask a database administrator to confirm the most recent database replication transactions for the DR database
a. Since we have recent replication (< 15 min), we can assume little data loss (if any)
3. Make sure that when the PROD environment can be restored, it will be resumed with the web application servers disabled
a. This will prevent inadvertent cross-talk between PROD and DR if/when PROD is brought back online
b. Assure that as PROD services are restored, IdentityIQ will be restored in an offline mode (application server stopped)
4. Start the web application servers in the DR data center
5. On each web application server
a. Confirm the application server started without exception (check the application server logs for any issues that may be non-obvious)
b. Confirm scheduling services are running as expected – i.e. if they were disabled, they need to be re-enabled
i. See debug page -> About IdentityIQ
ii. Remember https://community.sailpoint.com/docs/DOC-4578 is a useful resource for assessing service status (there’s a section on examining scheduler status)
iii. Doing this ensures regularly scheduled tasks will being executing as they were in PROD
c. Confirm you can log into the web application without incident
i. This will test pass-through authentication (if applicable) as well as test basic app functionality
6. Verify that the load-balanced web URL for DR functions as expected and directs to the proper servers in the DR data center
7. Have an IdentityIQ “power user” (perhaps someone from the access management team) log into the DR, load-balanced IdentityIQ system and review data as an additional test
8. Communicate the new URL (if any) to the user base for the DR duration and that they should review anything they had in progress right before the outage (i.e. your slack for replication)
a. E.g., an approval done and lost before DR received it will need to be approved again
[bookmark: _Toc458610425][bookmark: _Toc459200271]Reversion back from DR to Prod Once it is Available
Moving from DR back to PROD is dependent on recovery time objectives, specific to the failure. Since the PROD IdentityIQ servers were configured to remain offline after restoration, the IdentityIQ administrative team is in control of when to move back to the PROD environment.
In general, this is the reverse of failing over to DR.
1. Confirm it is “safe” to move back to PROD to avoid another failover event
2. Notify user base of an outage window for IdentityIQ
a. Wait for a time window when no tasks are scheduled and users are not making changes in IdentityIQ
3. Disable the DR web application servers once again (i.e., shut down Tomcat)
4. Back up the DR database
a. Since the PROD data center came online with IdentityIQ offline, no database changes should be getting shipped over to DR
5. Restore the database to the PROD database server
a. Work with a DBA to confirm replication is again active and restoration was successful
b. Note that a restore of the old PROD (pre-failover) database here is likely unwarranted, as you’ll want to capture any data points generated while DR was in use
6. If any changes were made to the DR web application, confirm those same changes are made to the PROD nodes
a. This would apply if web content changed while PROD was offline – i.e. anything not in the database
7. Start the web application servers in the PROD data center
8. On each web application server
a. Confirm that the application server started without exception (check the application server logs for any issues that may be non-obvious)
b. Confirm scheduling services are running as expected – i.e. if they were disabled, they need to be re-enabled
c. Confirm you can log into the web application without incident
i. This will test pass-through authentication (if applicable) as well as test basic app functionality
9. Verify the load-balanced web URL for PROD functions as expected and directs to the proper servers in the PROD data center
10. Have an IdentityIQ “power user” (perhaps someone from the access management team) log into the PROD, load-balanced IdentityIQ system and review data as an additional test
11. Communicate to the user base that the DR URL is no longer valid and the regular PROD URL is back in service
[bookmark: _Toc458610426][bookmark: _Toc459200272]Other Information
· See the IdentityIQ Secure Deployment Guide at https://community.sailpoint.com/docs/DOC-5074, as this contains overall recovery procedures and other items related to deployment security. Performing a restore from scratch is covered within this sub-=article https://community.sailpoint.com/docs/DOC-5074#jive_content_id_Disaster_Recovery 
· Recommended IdentityIQ Deployment Architectures (reviews the most common recommended, supported and unsupported architectures): https://community.sailpoint.com/docs/DOC-3887 
· The Services Standard Words’ Go Live Plan should be consulted for further technical steps when setting up the DR environment the first time: https://community.sailpoint.com/docs/DOC-6182 
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